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  ITACS TECH NEWS 
Upgrade to King Hall Stage Lighting  
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I N F O R M A T I O N  T E C H N O L O G Y  A N D  C O M M U N I C A T I O N S  S E R V I C E S  
     The NPS Audiovisual Team and NAVFAC part-
nered to oversee the installation and upgrade 
of a new LED (Light Emitting Diode) stage 
lighting system in King Hall as part of the great-
er renovation of the building’s electrical sys-
tems. 
     Efforts on the stage lights began in mid-
March with basic setup completed in time to 
position and program the system for a success-
ful Winter Quarter Graduation ceremony. Final 
work on the system was completed 14 April. 
More than forty static LED fixtures illuminate 
the stage, while six remotely-controlled 
“intelligent” spotlights allow technicians to fol-
low the action. Each light is capable of display-
ing the full spectrum of color. 
     LED technology has developed to become a 
remarkable and practical source of light for live 
performances and recorded media.  The bene-
fits include lower ambient heat, reduced 
maintenance costs, greater energy savings, and 
an efficient way to provide various lighting ar-
rangements on the King Hall stage.  
Identify Theft 
     Identity theft occurs when someone uses 
your Personally Identifying Information (PII), 
such as your name, Social Security number, or 
credit card number, or other financial account 
information without your permission, to com-
mit fraud or other crimes. For 
identity thieves, this information is 
as good as gold. 
     Skilled identity thieves may use 
a variety of methods to get hold of 
your information, including: 
1. Dumpster Diving: Rummaging 
through trash looking for bills or other paper 
with your PII. 
2. Skimming: Stealing credit or debit card num-
bers with a special storage device when pro-
cessing your card. 
3. Phishing: Pretending to be financial institu-
tions or companies while sending you spam or 
pop-up messages to get you to reveal your PII. 
4. Changing Your Address: Diverting your billing 
statements to another location by completing a 
change of address form with USPS. 
5. Old-Fashioned Stealing: Stealing 
wallets and purses; mail, including 
bank and credit card statements; 
pre-approved credit offers; new 
checks or tax information; person-
nel records, or bribe employees 
who have access. 
6. Pretexting: Using false pretenses to obtain 
your PII from financial institutions, telephone 
companies, and other sources. 
 
POC: NPS Privacy Act Coordinator, 
privacyact@nps.edu 




King Hall will 
be coming 
soon. 
 Technology Assistance Center (TAC) 
P A G E  2    I T A C S  T E C H  N E W S  
   TAC (aka IT Help Desk) assists NPS’ students, faculty and staff with their IT needs.   We are located in Ingersoll Hall (Bldg. 
330) Room 151.  Our normal hours of operation are Mon—Thurs 0800—1600 Fri 0800-1315 and 1445-1600.  We can be 
reached by calling (831-656-1046),   e-mailing (tac@nps.edu), or walk-in.  Our Wiki page (wiki.nps.edu/TAC) has instructions 
and links that can be very helpful in assisting with your needs.   Below are the statistical comparisons for TAC customer assis-
tance numbers in FY15 vs FY14: 
Customer Assistance Type—TAC: 
 Phone: calls made to the TAC 
 Email:  emails sent to the TAC for assistance 
 Tech: technician dispatched to user office 
Cybersecurity  - Transitioning to VRAM.  What’s VRAM? 
To review your annual training requirements, please visit NPS’ Online Training 
and Certification page at  
(NPS Login Required): 
 
https://www.nps.edu/technology/webbasedtraining/ 
April Stats:    
FY15 =  2,869  vs.  FY14 =  3,666   -22% 
     With all the recent news about 
cyber attacks and vulnerabilities, 
what is a vulnerability and how 
does NPS track them all? First, a 
network or computer vulnerability 
is a flaw which allows an attacker 
to reduce a system's information 
assurance. A vulnerability is com-
bination of three elements, the system flaw, an attacker 
with access to the flaw and the attacker with the capability 
to use the flaw for his/her advantage. 
     How does the Naval Postgraduate School track vulnerabil-
ities and report compliance? Until recently, we used the 
Online Compliance and Reporting System, a DOD tool that 
tracked all Information Assurance Vulnerabilities Advisories 
and Bulletins. However, over the next several weeks, we will 
be transitioning to SPAWAR’s Vulnerability Remediation As-
set Manager (VRAM) tool, this tool is web-based that en-
compasses asset management, a network vulnerability data 
repository and a continuous monitoring visual analysis tool 
that works in conjunction with the Naval Postgraduate 
School’s installed network scanning tools. This tool will pro-
vide the Cyber Security Team a method to assess new vul-
nerabilities and their potential impact on the NPS networks, 
which ultimately will increase the network’s reliability. 
     The key input used by VRAM is the output of routinely 
scheduled network scans. Scanning the network increases 
cyber security awareness at NPS by providing visibility into 
the system configuration settings on an individual asset, 
which provides a technically validated means to verify resi-
dent system vulnerabilities across a network. As we upload 
our scans into VRAM, the tool will compare the findings 
against the existing baseline to identify deviations from the 
approved configuration. These deviations will be a means of 
identifying alerts for the Cyber Security Team to investigate, 
providing actionable and achievable goals to protect the 
network. 
Apr -15 
communicated in next month’s meeting.  
Inactive accounts in NPS’ Active Directo-
ry can pose security issues. The Policy 
regarding access to accounts of departed 
can be found on the ITTF Wiki.                       
     SCIF expansion Update. Reported 
status—expansion is moving along.   
     Cloud Computing Update. ITACS is in 
the initial stages of finding a Cloud solu-
tion for the Enterprise. A sub-committee 
will be formed through the ITTF to help 
shape the NPS requirements. Details will 
be shared throughout the process.  
     Monitoring and Supporting NPS Ac-
cess to DoD/DoN applications. NPS re-
lies extensively on external web sites for 
daily operations.  When outages or con-
nectivity problems occur, ITACS will lev-
erage IT knowledge and expertise.  The 
Technology Assistance Center (TAC) has 
developed an internal SOP for users of 
external websites.  NPS has been asked 
to partner with DTS to further test  de-
velopment stemming from recent DTS 
login issues.  ITACS will work with Sub-
ject Matter Experts at NPS (functional 
owners) to keep communication flowing 
and further coordinate efforts.  Support-
ed Systems include: DTS, FastData, SLD-
CADA, EBIS, TWMS.   
     Barracuda Spam Firewall Outlook 
Add-In. The Barracuda plug-in for Mi-
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 Secure Your Social Media Presence 
Attempted intrusions into the DoD 
networks by spear-phishing or a 
social media-based attack occur fre-
quently. While it is legal to access 
social media sites from your DoD 
computer, there are precautions that you should take to 
make both your personal information and our government 
networks safe from attack. 
     Though social networking sites vary in function, these do’s 
and don’ts are universal for all: 
 Establish and maintain connection only with people you 
know and trust. Review your connections often. 
      Assume that ANYONE can see any information about your 
activities, personal life, or professional life that you post and 
share. 
      Ensure that your family takes similar precautions with 
their accounts; their privacy and sharing settings can expose 
your personal data. 
      Avoid posting or tagging images of you or your family that 
clearly show your face. Select pictures taken at a distance, at 
an angle, or otherwise obscured. Never post Smartphone 
photos and don’t use your face as a profile photo, instead use 
cartoons or avatars. 
Use secure browser setting when possible. 
POC: Don Free, privacyact@nps.edu 
crosoft Outlook 2010 or 2013, enables 
users to further refine spam filtering 
with the ability to identify email that 
makes it past the firewall as spam. The 
plug-in creates two new icons on your 
toolbar, one is a green mailbox to indi-
cate a message is NOT spam, another 
is a red mailbox to mark a message 
that IS spam.  The more time you 
spent fine-tuning the database, the 
more intelligent the spam classifica-
tion rule-set will be.   
     Latest VIP visits. In the recent past 
ITACS has met with representatives 
from NSA ADET TD, the NAV AUDIT 
Team, NAVFAC, DMDC, NAVSEA, and 
the VCNO. 
     ITACS defends against 120,000—
150,000 attempted cyber security 
incidents daily which reinforce the 
vulnerability of the end user as part 
of the network. The key to keeping 
the network secure is end user 
awareness and education, please do 
your part to keep our network secure. 
     All meeting agendas, comments/
ideas, links and presentations are 
posted on the Information Technology 
Task Force Wiki page:   
https://wiki.nps.edu/x/qYCWEQ   
(case sensitive) 
IT Task Force:  Piecing Together Your IT Needs 
         The Information Technology Task 
Force (ITTF) provides an open forum for 
the review of NPS’ Information Technolo-
gy strategic decision-making.  The ITTF 
provides guidance and input to the Chief 
Information Officer (CIO) and Director of 
ITACS in the development and annual 
update of the NPS ITACS strategic plan.   
     ITTF meets on a monthly basis.  A 
meeting was held 9 Apr 2015 and the 
main topics discussed were:  
1. Cybersecurity Update 
2. SCIF Expansion Update 
3. Cloud Computing Update 
4. Monitoring and Supporting NPS Ac-
cess to DoD/DoN Applications 
5. Barracuda Spam Firewall Outlook 
6. Latest VIP Visits  
     Cybersecurity Update. Recently there 
was an alert regarding fake government 
web sites (SSA and IRS). More infor-
mation on the USCERT alert link on ITTF 
Wiki.  CS awareness training will be 
scheduled in  June or July—a date will be 
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IT Scheduled Maintenance 
 Who:  NPS faculty, staff, and students utilizing the network. 
 What: ITACS coordinates with representatives from the academic, administrative, and technical areas to plan and schedule 
maintenance events that affect services, which may cause  services to be unavailable for up to 5 hours.  
 When: Every Tuesday from 1730-2130.  
 Where: Visit the NPS Intranet Home page for the latest IT maintenance announcements. 
 Unplanned Emergency: Maintenance or special circumstances (power outages or hardware failures, for example) that require 
downtime are announced as necessary.  
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*1730 - 2130  Maintenance on System-Wide Network and Email 
